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ADDENDUMS WILL BE POSTED ON THE WEBSITE.  
IT IS THE RESPONSIBILITY OF THE RESPONDENT TO REGULARLY CHECK THE WEBSITE FOR ANY NEW ADDITIONS.  

 
 

REQUEST FOR PROPOSAL 
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PARK CITY MUNICIPAL CORPORATION 

PUBLIC WORKS 
PO BOX 1480 
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PARK CITY MUNICIPAL CORPORATION 
REQUEST FOR PROPOSAL 

WORK ORDER AND ASSET MANAGEMENT SOFTWARE 
 

PROPOSALS DUE: By 3:00 p.m. MDT, Tuesday, May 24, 2022 
Via emailed links and/or PDFs to WAMcommittee@parkcity.org; submissions 
received after this time will not be accepted.  

PROJECT NAME: Work Order and Asset Management Software 
 
RFP AVAILABLE: 12:00 p.m. MDT, Friday, May 6, 2022, at https://www.parkcity.org/ 
 
PROJECT LOCATION: Park City Municipal Corporation (“PCMC” or the “City”), Public Works Department 

(East Building), 1053 Ironhorse Drive, Park City, UT 84060 
 
PROJECT DESCRIPTION: PCMC is inviting bids from qualified applicants to provide a comprehensive 

software/SaaS solution for Public Works and City operations, including work orders 
and asset management to streamline processes. 

 
PROJECT TERM: The term of the agreement shall be for no less than three (3) years, with the option 

to renew for each year thereafter. 
 
OWNER: Park City Municipal Corporation  

P.O. Box 1480 
Park City, UT 84060 

 
PROJECT CONTACT: All questions must be submitted in writing, via Microsoft Teams forum 

by 12:00 p.m. MDT, Monday, May 23, 2022, to the attention of: 
Work Order and Asset Management RFP Committee 
A link to the forum will be sent to all recipients of this RFP packet who submit 
interest via https://www.parkcity.org/ 

 
 
Advertised in the Park Record on May 7 and 14, 2022  
Advertised in the Salt Lake Tribune on May 8 and 15, 2022 

Available on the Park City website at: https://www.parkcity.org/ 

 
PCMC reserves the right to reject any or all proposals received for any reason. Furthermore, the City shall 
have the right to waive any informality or technicality in proposals received when in the best interest of the 
City.  
 
  

mailto:WAMcommittee@parkcity.org
https://www.parkcity.org/government/current-rfps-and-bids
https://www.parkcity.org/government/current-rfps-and-bids
https://www.parkcity.org/government/current-rfps-and-bids
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I. Introduction 
 

PCMC is seeking a company that provides comprehensive software for work orders and asset 
management for the Public Works department. Our Public Works department consists of five (5)  
divisions:   

• Building Maintenance   

• Fleet   

• Parks   

• Streets  

• Stormwater  
 
With approximately sixty (60) full-time employees, these departments currently use a variety of separate 
work order and asset management systems. We request proposals to purchase an all-inclusive solution 
to allow the Public Works Department to keep information in one easy-to-access platform while providing 
work and project cost analysis. The chosen solution will further our goal to work efficiently and 
proactively.   

 
II. Scope of Project 

 

PCMC is looking for an initial contract term of three (3) years. After the initial term, PCMC will evaluate 

the software functionality before deciding, in its sole discretion, whether to enter into an agreement for 

additional terms. 

 

While intended for the Public Works Department, the ideal solution would accommodate broader City 

functions to simplify and centralize workstreams, meet periodic increased user counts (up to 800 

PT/Seasonal staff), and provide for self-serve post-implementation customizations.  

 

The solution must be able to track, log, map, and report on work hours, a variety of asset types, 

maintenance costs, etc. The program must include algorithms to predict preventative maintenance for 

all asset types to promote a more efficient and proactive work culture.  

 

The solution must provide high availability, be geographically diverse, and follow best practices to meet 

IT business requirements including cybersecurity such as SOC, ISO, NIST, FISMA, GDPR. Provider must 

be proactive, give advanced notice for maintenance and upgrades, and offer a comprehensive ongoing 

support program. 

 

The solution must support mobile platforms, popular browsers, Windows/Apple based devices, and 

offer offline capabilities.  
 

III. Content of Proposal/Selection Criteria 
 
Proposals will be evaluated on the criteria listed below.  Proposals shall be limited to twenty (20) written 
pages (in PDF form) and five (5) hours of video demonstration (hyperlinked within PDF). 
 
Written proposals must include, but are not limited to the following: 
 

The respondent must provide detailed information regarding the capability of its platform, 

including what modules are available to accommodate the separate divisions within Public Works, 

describe how modules can be customized, how often the modules are updated, how we may 
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expand the software to other City departments in the future, and how employee authorization 

levels are managed. The respondent must include a list of all language translations available within 

the software. 

 

The respondent must include information regarding its reporting capabilities, including dashboard 

customization and any other benefits produced from this software component. 

 
The respondent must demonstrate how their company will provide cyber security protections for our use 
of its platform, including how/where the information is stored, who has access to the information, and 
protocols in the event of a breach (see requirements reflected in the sample Service Provider Professional 
Services Agreement attached hereto as Exhibit “A” and incorporated herein for additional details. 
 
The respondent must outline the implementation process including application programming interface 
(API) integration capabilities with ESRI, Tyler Technologies, Lucity, iWorQ, CityWorks, Atlassian, and any 
GPS vehicle tracking software. The respondent may also include contracting options for initial asset data 
entry during the implementation process. 
 
The respondent must include customer service availability and response time during regular business 
hours and after-hours. This should also include the cost of service calls, if applicable, designation of 
account representatives, and ability to work with development staff after implementation.  
 
The respondent must demonstrate the ability to comply with all city, county, and state business licensing, 
bond, and insurance requirements.  
 
The respondent must include information on any planned mergers, acquisitions, or bankruptcy 
proceedings.  
  
The respondent must include a list of at least five (5) companies/customers with similar membership size 
and applicable modules for reference (up to 800 users). Please include the company name, address, 
contact name, and telephone numbers, installed and supported software, and duration of relationship. 
City government references are preferred.  

 
Video demonstrations must include, but are not limited to the following: 
 
Each video demonstration, divided per department listed below, should be limited to forty-five (45) 
minutes. Each criterion should be demonstrated as it pertains to the specific department. 
 
- Building Maintenance Demonstration 

o Customizable dashboard and reporting methods 
o Request portal for citizens and City employees to request maintenance for public use spaces 

and City buildings (integrations to route) 
o Work order creation, assignment, and completion  
o Vertical asset management within multi-floor facilities 
o Preventative maintenance scheduler and task templates for equipment and facilities  
o Inspection capabilities for heating, ventilation, and air conditioning (HVAC) equipment; 

plumbing; electrical; etc. 
o Warehouse inventory including costing methods, barcoding, connection to financial software, 

and location assignments 
o Capital improvement planning for equipment and facilities 
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o Integration with HVAC control software (e.g., Yamas, Alerton, Johnson Controls, and LG.) 
 

- Fleet Demonstration  
o Customizable dashboard and reporting methods 
o Request portal for City employees to request vehicle maintenance and replacement 
o Work order creation, assignment, and completion  
o Preventative maintenance scheduler and templates for Fleet vehicles 
o Warehouse inventory including costing methods, barcoding, connection to financial software, 

and location assignments 
o GPS vehicle tracking of fleet vehicles in real-time, or integrations with PreCise 
o Vehicle replacement schedule and algorithm 
o Ability to integrate with Fuel Master and financial software 

  
- Parks Demonstration  

o Customizable dashboard and reporting methods 
o Request portal for public individuals and City employees to request park maintenance 
o Work order creation, assignment, and completion  
o Inspection capabilities for park pavilions, playground equipment, sidewalks, stairs, etc.   
o GPS vehicle tracking of sidewalk plows in real-time, or integrations with PreCise 
o Ability to integrate with Fuel Master system and financial software 

 
- Streets Demonstration  

o Customizable dashboard and reporting methods 
o Request portal for public individuals and City employees to request street maintenance 
o Work order creation, assignment, and completion  
o Inspection capabilities for street condition, sign reflectivity, street light functionality, etc.   
o GPS vehicle tracking of snowplows in real-time, or integrations with PreCise  
o Warehouse Inventory including costing methods, barcoding, connection to financial software, 

and location assignments 
o Pavement Management Remaining Service Life (RSL) Algorithm and reporting 

 
- Stormwater Demonstration  

o Customizable dashboard and reporting methods 
o Request portal for public individuals and City employees to request stormwater maintenance 
o GIS work order creation, assignment, and completion through ArcGIS 
o Inspection capabilities for Municipal Separate Storm Sewer System (MS4) reporting 
o GPS vehicle tracking of sweepers in real-time, or integrations with PreCise 
o Warehouse Inventory including costing methods, barcoding, connection to financial software, 

and location assignments 
 

- Information Technology (IT) Demonstration  
o Support of ADFS, Single Sign-On (SSO) 
o Ability to add/purchase additional modules to meet departmental needs across the city  
o Mobile application capabilities on multi-platforms, low-bandwidth conditions, and offline 

mode  
o Language translation on desktop and mobile applications 
o API integration with Tyler Technologies, Lucity, iWorQ, CityWorks, and Atlassian 
o GIS Support with ESRI ArcGIS and rest services 
o Documentation storage of purchase orders, receipts, building plans, photos, etc. after being 

attached to an asset and/or a work order; ability to integrate with LaserFiche repository 
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services 
o Office 365 platform support such as calendar and email 
o Modern application support required; JAVA based applications will not be accepted; Except 

Android applications  
o Customized workflows and data fields  
 

PCMC reserves the right to reject any and all proposals for any reason.  Proposals lacking required 
information will not be considered. All submittals shall be public records in accordance with government 
records regulations (“GRAMA”) unless otherwise designated by the applicant pursuant to UCA §63G-2-
309, as amended. The award of contract is subject to approval by City Council.   
 
Price may not be the sole deciding factor. 
 

IV. Selection Process 
 

Proposals will be evaluated on the factors listed in Section III, Content of Proposal/Selection Criteria, 
listed above.  
 
The following schedule is anticipated for awarding of this project. PCMC reserves the right to change 
any dates or deadlines related to the submittal process. If a change occurs, information will be posted 
on https://www.parkcity.org/ and all recipients of this RFP packet will be notified. 
 
The selection process will proceed on the following schedule: 
 
a. Proposals will be received electronically, via email, by Park City at WAMcommittee@parkcity.org by 

3:00 p.m. MDT on Tuesday, May 24, 2022, (see detailed information in section VI). 
b. A confirmation email will be sent to all applicants by 4:00 p.m. MDT on Tuesday, May 24, 2022. A full 

list of confirmed bids will be posted to the Files in the Microsoft Teams forum. 
c. A selection committee comprised of various City staff from the Public Works, Public Utilities, and IT 

departments will review all submitted proposals between May 25-31, 2022. 
d. It is anticipated that a decision will be made on or before Tuesday, May 31, 2022. The selection 

committee may request interviews with selected firm(s) prior to final award. Proposals should be valid 
for sixty (60) days from submittal. Award of contract is subject to approval by City Council. It is 
anticipated that City Council will vote on the contract award on June 23, 2022. 

 
V. Park City Municipal Corporation Standard Service Provider/Professional Services Agreement - Cyber 

 
a. The successful proposal will be required to enter into Park City Municipal Corporation’s Service 

Provider/Professional Services Agreement - Cyber, in its current form, with the City. A draft of the 
agreement is attached to this RFP as Exhibit “A” and incorporated herein. If there is a conflict 
between the written and numerical amount of the proposal, the numerical amount shall 
supersede. 
 

b. ANY INQUIRIES RELATED TO INDEMNIFICATION OR INSURANCE PROVISIONS CONTAINED IN 
PARK CITY MUNICIPAL CORPORATION’S STANDARD AGREEMENT MUST BE SUBMITTED TO 
PARK CITY MUNICIPAL CORPORATION NO LATER THAN THE PROPOSAL/SUBMITTAL DEADLINE. 
PARK CITY MAY, IN ITS SOLE DISCRETION, CONSIDER SUCH INQUIRIES. ANY CHANGES TO PARK’S 
CITY’S STANDARD INSURANCE AND INDEMNIFICATION PROVISIONS SHALL BE APPROVED IN 
PARK CITY’S SOLE DISCRETION.  

  

https://www.parkcity.org/government/current-rfps-and-bids
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VI. Information to be submitted 
 

To be considered, email(s) or PDF(s) containing links to proposal materials/videos must be sent to 
WAMcommittee@parkcity.org prior to 3:00 p.m. MDT, Tuesday, May 24, 2022. Individual emails not 
to exceed 10MB; linked materials could be larger. Submittals must be logically organized and include 
an index page with all hyperlinks. All submittals must be electronic, no physical materials will be 
accepted.  A confirmation email will be sent to all applicants by 4:00 p.m. MDT on Tuesday, May 24, 
2022. A full list of confirmed bids will be posted to the Files in the Microsoft Teams forum. 
 
Supported Links/Repositories: OneDrive, Dropbox, Google Drive, or equivalent accessible services that 
don’t require subscription. Please include any necessary login credentials needed to access submitted 
materials. 
 
Questions will be managed through a Microsoft Teams forum. A link to the forum will be sent to all 
recipients of this RFP packet.  All questions must be submitted in writing, via Microsoft Teams forum by 
12:00 p.m. MDT, Monday, May 23, 2022. 
 
Respondent should retain all submission information and undeliverable messages as evidence of 
submission efforts.  
 
Park City assumes no responsibility for delayed or undelivered emails or content. Proposals which are 
not digitally delivered to Park City by the above specified time and date will not be considered. Any 
administrative issues will be evaluated and remedied on a case-by-case basis.  
 

VII. Preparation of Proposals 
 

a. Failure to Read.  Failure to Read the Request for Proposal and these instructions will be at the 
offeror's own risk. 

b. Cost of Developing Proposals.  All costs related to the preparation of the proposals and any related 
activities are the sole responsibility of the offeror.  The City assumes no liability for any costs 
incurred by offerors throughout the entire selection process.   

 
VIII. Proposal Information 

 
a. Equal Opportunity.  The City will make every effort to ensure that all offerors are treated fairly 

and equally throughout the entire advertisement, review, and selection process.  The procedures 
established herein are designed to give all parties reasonable access to the same basic 
information.    

 
b. Proposal Ownership.  All proposals, including attachments, supplementary materials, addenda, 

etc., shall become the property of the City and will not be returned to the offeror. 
 

c. Rejection of Proposals. Park City Municipal Corporation reserves the right to cancel or modify the 
terms of this Request for Proposals (“RFP”) and/or the project at any time and for any reason 
preceding contract award and reserves the right to accept or reject any or all proposals submitted 
pursuant to this request for proposals. Park City will provide respondents written notice of any 
cancellation and/or modification. Furthermore, the City shall have the right to waive any 
informality or technicality in proposals received when in the best interest of the City. 
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d. No proposal shall be accepted from, or contract awarded to, any person, firm, or corporation that 
is in arrears to the City, upon debt or contract, or that is a defaulter, as surety or otherwise, upon 
any obligation to the City, or that may be deemed irresponsible or unreliable by the City.  Offerors 
may be required to submit satisfactory evidence that they have the necessary financial resources 
to perform and complete the work outlined in this RFP. 

 
e. PCMC’s policy is, subject to Federal, State and local procurement laws, to make reasonable 

attempts to support Park City businesses by purchasing goods and services through local vendors 
and service providers. 
 

f. If bidder utilizes third parties for completing RFP requirements, list what portion of the RFP will 
be completed by third parties and the name, if known, of the third party. 
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EXHIBIT “A” 
PARK CITY MUNICIPAL CORPORATION 

SERVICE PROVIDER/PROFESSIONAL SERVICES AGREEMENT - CYBER 
Template Updated 08-21 

 
 
This Service Provider/Professional Services Agreement -  Cyber (the “Agreement”) is 

made and entered into as of this ____ day of _____________, 20__, by and between PARK 
CITY MUNICIPAL CORPORATION, a Utah municipal corporation, (“City”), and 
____________________________________, a ____________________________, (“Service 
Provider”), collectively, the City and the Service Provider are referred to as (the “Parties).”   
 

WITNESSETH: 
 

WHEREAS, the City desires to have certain services and tasks performed as set forth 
below requiring specialized skills and other supportive capabilities;  

 
WHEREAS, sufficient City resources are not available to provide such services; and 

 
WHEREAS, the Service Provider represents that the Service Provider is qualified and 
possesses sufficient skills and the necessary capabilities, including technical and 
professional expertise, where required, to perform the services and/or tasks set forth in 
this Agreement. 

 
NOW, THEREFORE, in consideration of the terms, conditions, covenants, and 
performance contained herein, the Parties hereto agree as follows: 

 
1. SCOPE OF SERVICES. 
 

The Service Provider shall perform such services and accomplish such tasks, including 
the furnishing of all materials and equipment necessary for full performance thereof, as 
are identified and designated as Service Provider responsibilities throughout this 
Agreement and as set forth in the “Scope of Services” attached hereto as “Exhibit  A” 
and incorporated herein (the “Project”). The total fee for the Project shall not exceed 
__________________ Dollars ($_____________). 
 
Service Provider shall abide by the requirements in Exhibit “B “Technology Support, 
Infrastructure & Security” which is attached hereto and incorporated herein. 
 
 
The City has designated __________, or his/her designee as City’s Representative, who 
shall have authority to act on the City’s behalf with respect to this Agreement consistent 
with the budget contract policy. 

 
2. TERM. 
 

No work shall occur prior to the issuance of a Notice to Proceed which cannot occur until 
execution of this Agreement, which execution date shall be commencement of the term 
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and the term shall terminate on ________________________ or earlier, unless extended 
by mutual written agreement of the Parties.    
 

3. COMPENSATION AND METHOD OF PAYMENT. 
 
A. Payments for services provided hereunder shall be made monthly following the 

performance of such services.  
 

B. No payment shall be made for any service rendered by the Service Provider except 
for services identified and set forth in this Agreement. 

 
C. For all “extra” work the City requires, the City shall pay the Service Provider for 

work performed under this Agreement according to the schedule attached hereto 
as “Exhibit C,” or if none is attached, as subsequently agreed to by both Parties 
in writing. 

 
D. The Service Provider shall submit to the City Manager or her designee on forms 

approved by the City Manager, an invoice for services rendered during the pay 
period.  The City shall make payment to the Service Provider within thirty (30) days 
thereafter.  Requests for more rapid payment will be considered if a discount is 
offered for early payment.  Interest shall accrue at a rate of six percent (6%) per 
annum for services remaining unpaid for sixty (60) days or more.  

 
E. The Service Provider reserves the right to suspend or terminate work and this 

Agreement if any unpaid account exceeds sixty (60) days. 
 
F. Service Provider acknowledges that the continuation of this Agreement after the 

end of the City’s fiscal year is specifically subject to the City Council’s approval of 
the annual budget.  

 
4. RECORDS AND INSPECTIONS. 
 

A. The Service Provider shall maintain books, records, documents, statements, 
reports, data, information, and other material with respect to matters covered, 
directly or indirectly, by this Agreement, including (but not limited  
to) that which is necessary to sufficiently and properly reflect all direct and indirect 
costs related to the performance of this Agreement, and shall maintain such 
accounting procedures and practices as may be necessary to assure proper 
accounting of all funds paid pursuant to this Agreement. 

 
B. The Service Provider shall retain all such books, records, documents, statements, 

reports, data, information, and other material with respect to matters covered, 
directly or indirectly, by this Agreement for six (6) years after expiration of the 
Agreement. 

 
C. The Service Provider shall, at such times and in such form as the City may require, 

make available for examination by the City, its authorized representatives, the 
State Auditor, or other governmental officials authorized by law to monitor this 
Agreement all such books, records, documents, statements, reports, data, 
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information, and other material with respect to matters covered, directly or 
indirectly, by this Agreement. The Service Provider shall permit the City or its 
designated authorized representative to audit and inspect other data relating to all 
matters covered by this Agreement. The City may, at its discretion, conduct an 
audit at its expense, using its own or outside auditors, of the Service Provider’s 
activities, which relate directly or indirectly to this Agreement. 

 
D. The City is subject to the requirements of the Government Records Access and 

Management Act, Chapter 2, Title 63G, Utah Code, 1953, as amended and Park 
City Municipal Code Title 5 (“GRAMA”).  All materials submitted by Service 
Provider pursuant to this Agreement are subject to disclosure unless such 
materials are exempt from disclosure pursuant to GRAMA.  The burden of claiming 
an exemption from disclosure rests solely with Service Provider.  Any materials for 
which Service Provider claims a privilege from disclosure based on business 
confidentiality shall be submitted marked as “confidential - business confidentiality” 
and accompanied by a concise statement from Service Provider of reasons 
supporting its claim of business confidentiality.  Generally, GRAMA only protects 
against the disclosure of trade secrets or commercial information that could 
reasonably be expected to result in unfair competitive injury. The City will make 
reasonable efforts to notify Service Provider of any requests made for disclosure 
of documents submitted under a claim of confidentiality.  Service Provider 
specifically waives any claims against the City related to any disclosure of 
materials pursuant to GRAMA.      

 
5. INDEPENDENT CONTRACTOR RELATIONSHIP. 
 

A. The Parties intend that an independent Service Provider/City relationship will be 
created by this Agreement.  No agent, employee, or representative of the Service 
Provider shall be deemed to be an employee, agent, or representative of the City 
for any purpose, and the employees of the Service Provider are not entitled to any 
of the benefits the City provides for its employees.  The Service Provider will be 
solely and entirely responsible for its acts and for the acts of its agents, employees, 
subcontractors or representatives during the performance of this Agreement. 

 
B. In the performance of the services herein contemplated, the Service Provider is an 

independent contractor with the authority to control and direct the performance of 
the details of the work, however, the results of the work contemplated herein must 
meet the approval of the City and shall be subject to the City’s general rights of 
inspection and review to secure the satisfactory completion thereof. 

 
6. SERVICE PROVIDER EMPLOYEE/AGENTS. 
 

The City may at its sole discretion require the Service Provider to remove an employee(s), 
agent(s), or representative(s) from employment on this Project.  The Service Provider 
may, however, employ that (those) individuals(s) on other non-City related projects. 
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7. HOLD HARMLESS INDEMNIFICATION. 
 

A. The Service Provider shall indemnify and hold the City and its agents, employees, 
and officers, harmless from and shall process and defend at its own expense any 
and all claims, demands, suits, at law or equity, actions, penalties, losses, 
damages, or costs, of whatsoever kind or nature, brought against the City arising 
out of, in connection with, or incident to the execution of this Agreement and/or the 
Service Provider’s negligent performance or failure to perform any aspect of this 
Agreement; provided, however, that if such claims are caused by or result from the 
concurrent negligence of the City, its agents, employees, and officers, this 
indemnity provision shall be valid and enforceable only to the extent of the 
negligence of the Service Provider; and provided further, that nothing herein shall 
require the Service Provider to hold harmless or defend the City, its agents, 
employees and/or officers from any claims arising from the sole negligence of the 
City, its agents, employees, and/or officers.  The Service Provider expressly 
agrees that the indemnification provided herein constitutes the Service Provider’s 
limited waiver of immunity as an employer under Utah Code Section 34A-2-105; 
provided, however, this waiver shall apply only to the extent an employee of 
Service Provider claims or recovers compensation from the City for a loss or injury 
that Service Provider would be obligated to indemnify the City for under this 
Agreement.  This limited waiver has been mutually negotiated by the Parties, and 
is expressly made effective only for the purposes of this Agreement.  The 
provisions of this section shall survive the expiration or termination of this 
Agreement. 

 
B. No liability shall attach to the City by reason of entering into this Agreement except 

as expressly provided herein. 
 
8. INSURANCE. 
 

The Service Provider shall procure and maintain for the duration of the Agreement, 
insurance against claims for injuries to persons or damage to property which may arise 
from or in connection with the performance of the work hereunder by the Service Provider, 
their agents, representatives, employees, or subcontractors.  The Service Provider shall 
provide a Certificate of Insurance evidencing: 

 
A. General Liability insurance written on an occurrence basis with limits no less than 

One Million Dollars ($1,000,000) per occurrence and Three Million Dollars 
($3,000,000) aggregate for personal injury, bodily injury and property damage.  

 
          The Service Provider shall increase the limits of such insurance to at least the 

amount of the Limitation of Judgments described in Section 63G-7-604 of the 
Governmental Immunity Act of Utah, as calculated by the state risk manager every 
two years and stated in Utah Admin. Code R37-4-3. 

 
B. Automobile Liability insurance with a combined single limit of not less than Two 

Million Dollars ($2,000,000) each accident for bodily injury, death of any person, 
and property damage arising out of the ownership, maintenance, and use of 
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owned, hired, and non-owned motor vehicles. This policy must not contain any 
exclusion or limitation with respect to loading or unloading of a covered vehicle. 

 
C. Professional Liability (Errors and Omissions) insurance (if applicable) with annual 

limits no less than One Million Dollars ($1,000,000) per occurrence. Service 
Provider agrees to continue to procure and maintain professional liability insurance 
coverage meeting these requirements for the applicable period of statutory 
limitation of claims (or statute of repose, if applicable) after the project completion 
or termination of this Agreement. 

 
 If written on a claims-made basis, the Service Provider warrants that the retroactive 

date applicable to coverage precedes the effective date of this agreement; and 
that continuous coverage will be maintained for an extended reporting period 
endorsement (tail coverage) will be purchased for a period of at least three (3) 
years beginning from the time that work under this agreement is complete. 

 
D. Workers Compensation insurance and Employers Liability coverage with Workers 

Compensation limits complying with statutory requirements,  and Employer’s 
Liability Insurance limits of at least One Million Dollars ($1,000,000) each accident, 
One Million Dollars ($1,000,000) for bodily injury by accident, and One Million 
Dollars ($1,000,000) each employee for injury by disease.  

 
 The Workers’ Compensation policy shall be endorsed with a waiver of subrogation 

in favor of Park City Municipal Corporation for all work performed by the Service 
Provider, its employees, agents and subcontractors. 

 
E. Data Breach and Privacy/Cyber Liability Insurance including coverage for failure 

to protect confidential information and failure of the security of the Service 
Provider’s computer systems or the City’s systems due to the actions of the 
Service Provider which results in unauthorized access to the City’s data. The limit 
applicable to this policy shall be no less than Five Million Dollars ($5,000,000) per 
occurrence, and must apply to incidents related to the Cyber Theft of the City’s 
property, including but not limited to money and securities. 

 

F. Technology Errors and Omissions Insurance with a limit of no less than Five Million 

Dollars ($5,000,000) for damages arising from computer related services including but 

not limited to the following: 

 

• Consulting; 

• Data Processing; 

• Programming; 

• System Integration; 

• Hardware or Software Development; 

• Installation; 

• Distribution or Maintenance; 

• Systems Analysis Or Design; 
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• Training; and 

• Staffing or Other Support Services. 

 
The policy shall include coverage for third party fidelity including cyber theft.  It is 
acceptable that the Data Breach and Privacy / Cyber Liability Insurance and 
Technology Errors and Omissions insurance be provided on the same policy. All 
policies must include a waiver of subrogation in favor of the City. 

 

G.  Park City Municipal Corporation, its officers, officials, employees, and volunteers 
are to be covered as additional insureds on general liability and auto liability 
insurance policies, with respect to work performed by or on behalf of the Service 
Provider including materials, parts, or equipment furnished in  connection 
with such work or operations and automobiles owned, leased, hired, or borrowed 
by or on behalf of the Service Provider and a copy of the endorsement naming the 
City as an additional insured shall be attached to the Certificate of Insurance.   

 
 Should any of the above described policies be cancelled before the expiration date 

thereof, Service Provider shall deliver notice to the City within thirty (30) days of 
cancellation.  The City reserves the right to request certified copies of any required 
policies. 

 
H. The Service Provider’s insurance shall contain a clause stating that coverage shall 

apply separately to each insured against whom claim is made or suit is brought, 
except with respect to the limits of the insurer’s liability. 

 
I. For any claims related to this Service Provider/Professional Services Agreement, 

the Service Provider’s insurance coverage shall be primary insurance coverage 
with respect to Park City Municipal Corporation, its officers, officials, employees, 
and volunteers. Any insurance or self-insurance maintained by Park City Municipal 
Corporation, its officers, officials, employees, or volunteers shall be excess of the 
Service Provider’s insurance and shall not contribute with it. 
 

9. TREATMENT OF ASSETS. 
 

Title to all property furnished by the City shall remain in the name of the City and the City 
shall become the owner of the work product and other documents, if any, prepared by the 
Service Provider pursuant to this Agreement (contingent on City’s performance 
hereunder). 

 
10. COMPLIANCE WITH LAWS AND WARRANTIES. 
 

A. The Service Provider, in the performance of this Agreement, shall comply with all 
applicable federal, state, and local laws and ordinances, including regulations for 
licensing, certification and operation of facilities, programs and accreditation, and 
licensing of individuals, and any other standards or criteria as described in this 
Agreement to assure quality of services.   

 
B. Unless otherwise exempt, the Service Provider is required to have a valid Park 

City business license.  
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C. The Service Provider specifically agrees to pay any applicable fees or charges 

which may be due on account of this Agreement. 
 

D. If this Agreement is entered into for the physical performance of services within 
Utah, the Service Provider shall register and participate in E-Verify, or an 
equivalent program.  The Service Provider agrees to verify employment eligibility 
through E-Verify, or an equivalent program, for each new employee that is 
employed within Utah, unless exempted by Utah Code § 63G-12-302.   

E. Service Provider shall be solely responsible to the City for the quality of all services 
performed by its employees or sub-contractors under this Agreement.   Service 
Provider hereby warrants that the services performed by its employees or sub-
contractors will be performed substantially in conformance with the standard of 
care observed by similarly situated companies providing services under similar 
conditions.      

   
11. NONDISCRIMINATION. 
 

Any Service Provider that enters into an agreement for goods or services with Park 

City Municipal Corporation or any of its boards, agencies, or departments shall: 

 

A. Implement an employment nondiscrimination policy prohibiting discrimination in 

hiring, discharging, promoting or demoting, matters of compensation, or any other 

employment­ related decision or benefit against a person otherwise qualified, 

because of actual or perceived race; color; sex; pregnancy, childbirth, or 

pregnancy- related conditions; age, if the individual is 40 years of age or older; 

religion; national origin; disability; sexual orientation; gender identity; genetic 

information; or military status. 

 

B. In the performance of this Agreement, Service Provider shall not discriminate 

on account of actual or perceived race; color; sex; pregnancy, childbirth, or 

pregnancy-related conditions; age, if the individual is 40 years of age or older; 

religion; national origin; disability; sexual orientation; gender identity; genetic 

information; or military status. 

 
C. Incorporate the foregoing provisions in all subcontracts or assignments hereunder 

and take such actions as may be required to ensure full compliance with the 

provisions of this policy. 

  
12. ASSIGNMENTS/SUBCONTRACTING. 
 

A. The Service Provider shall not assign its performance under this Agreement or any 
portion of this Agreement without the written consent of the City, and it is further 
agreed that said consent must be sought in writing by the Service Provider not less 
than thirty (30) days prior to the date of any proposed assignment.  The City 
reserves the right to reject without cause any such assignment.  Any assignment 
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made without the prior express written consent of the City, as required by this 
paragraph, shall be deemed null and void.  

B. Any work or services assigned hereunder shall be subject to each provision of this 
Agreement and proper bidding procedures where applicable as set forth in local, 
state or federal statutes, ordinance and guidelines. 

 
C. Any technical/professional service subcontract not listed in this Agreement, must 

have express advance approval by the City. 
 
D. Each subcontractor that physically performs services within Utah shall  submit an 

affidavit to the Service Provider stating that the subcontractor has used E-Verify, 
or an equivalent program,  to verify the employment status of each new employee, 
unless exempted by Utah Code § 63G-12-302. 

 
13. CHANGES. 
 

Either party may request changes to the scope of services and performance to be 
provided hereunder, however, no change or addition to this Agreement shall be valid or 
binding upon either party unless such change or addition be in writing and signed by both 
Parties.  Such amendments shall be attached to and made part of this Agreement. 

 
14. PROHIBITED INTEREST, NO THIRD PARTY RIGHTS AND NO GRATUITY TO CITY 

EMPLOYEES. 
 

A. No member, officer, or employee of the City shall have any interest, direct or      
indirect, in this Agreement or the proceeds thereof.   
 

B. Nothing herein is intended to confer rights of any kind in any third party.   
 

C. No City employee who has procurement decision making authority and 

 is engaged in the procurement process, or the process of administering a 
 contract may knowingly receive anything of value including but not limited  
 to gifts, meals, lodging or travel from anyone that is seeking or has a 
 contract with the City. 

  

 15. MODIFICATIONS TO TASKS AND MISCELLANEOUS PROVISIONS. 
 

A. All work proposed by the Service Provider is based on current government 
ordinances and fees in effect as of the date of this Agreement.   

 
B. Any changes to current government ordinances and fees which affect the scope 

or cost of the services proposed may be billed as an “extra” pursuant to Paragraph 
3(C), or deleted from the scope, at the option of the City. 

 
C. The City shall make provision for access to the property and/or project and 

adjacent properties, if necessary for performing the services herein. 
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16. TERMINATION. 
 

A. Either party may terminate this Agreement, in whole or in part, at any time, by at 
least thirty (30) days' written notice to the other party.  The Service Provider shall 
be paid its costs, including contract close-out costs, and profit on work performed 
up to the time of termination.  The Service Provider shall promptly submit a 
termination claim to the City.  If the Service Provider has any property in its 
possession belonging to the City, the Service Provider will account for the same, 
and dispose of it in a manner directed by the City. 

 
B. If the Service Provider fails to perform in the manner called for in this Agreement, 

or if the Service Provider fails to comply with any other provisions of the Agreement 
and fails to correct such noncompliance within three (3) days’ written notice 
thereof, the City may immediately terminate this Agreement for cause.  
Termination shall be effected by serving a notice of termination on the Service 
Provider setting forth the manner in which the Service Provider is in default.  The 
Service Provider will only be paid for services performed in accordance with the 
manner of performance set forth in this Agreement. 

 
17. NOTICE. 
 

Notice provided for in this Agreement shall be sent by certified mail to the addresses 
designated for the Parties below.  Notice is effective upon the date it was sent, except 
that a notice of termination pursuant to Paragraph 16 is effective upon receipt. All 
reference to “days” in this Agreement shall mean calendar days.  

 
18. ATTORNEYS FEES AND COSTS. 

 
If any legal proceeding is brought for the enforcement of this Agreement, or because of a 
dispute, breach, default, or misrepresentation in connection with any of the provisions of 
this Agreement, the prevailing party shall be entitled to recover from the other party, in 
addition to any other relief to which such party may be entitled, reasonable attorney’s fees 
and other costs incurred in connection with that action or proceeding. 

 
19. JURISDICTION AND VENUE. 
 

A. This Agreement has been and shall be construed as having been made and 
delivered within the State of Utah, and it is agreed by each party hereto that this 
Agreement shall be governed by the laws of the State of Utah, both as to 
interpretation and performance. 

 
B. Any action of law, suit in equity, or judicial proceeding for the enforcement of this 

Agreement, or any provisions thereof, shall be instituted and maintained only in 
any of the courts of competent jurisdiction in Summit County, Utah. 

 
20. SEVERABILITY AND NON-WAIVER. 
 

A. If, for any reason, any part, term, or provision of this Agreement is held by a court 
of the United States to be illegal, void or unenforceable, the validity of the 
remaining provisions shall not be affected, and the rights and obligations of the 
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Parties shall be construed and enforced as if the Agreement did not contain the 
particular provision held to be invalid. 

 
B. If it should appear that any provision hereof is in conflict with any statutory provision 

of the State of Utah, said provision which may conflict therewith shall be deemed 
inoperative and null and void insofar as it may be in conflict therewith, and shall be 
deemed modified to conform in such statutory provisions. 

 
C. It is agreed by the Parties that the forgiveness of the non-performance of any 

provision of this Agreement does not constitute a subsequent waiver of the 
provisions of this Agreement.  No waiver shall be effective unless it is in writing 
and signed by an authorized representative of the waiving party. 

 
21. ENTIRE AGREEMENT. 
 

The Parties agree that this Agreement is the complete expression of the terms hereto and 
any oral representations or understandings not incorporated herein are excluded.  
Further, any modification of this Agreement shall be in writing and signed by both Parties.  
Failure to comply with any of the provisions stated herein shall constitute material breach 
of contract and cause for termination.  Both Parties recognize time is of the essence in 
the performance of the provisions of this Agreement.   
 

 
22. COUNTERPARTS.  

 
This Agreement may be executed in counterparts, each of which will be deemed an 

original and all of which together will constitute one and the same instrument. 
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23. ELECTRONIC SIGNATURES.  
 

Each party agrees that the signatures of the parties included in this Agreement, whether 
affixed on an original document manually and later electronically transmitted or whether 
affixed by an electronic signature through an electronic signature system such as 
DocuSign, are intended to authenticate this writing and to create a legal and 
enforceable agreement between the parties hereto. 
 
IN WITNESS WHEREOF the Parties hereto have caused this Agreement to be executed 
the day and year first hereinabove written. 

 
PARK CITY MUNICIPAL CORPORATION, a   

     Utah municipal corporation 
445 Marsac Avenue 
Post Office Box 1480 
Park City, UT 84060-1480 

 
 

________________________________ 
     Matt Dias, City Manager 

Attest: 
 
___________________________ 
City Recorder’s Office 
 
Approved as to form: 
 
___________________________ 
City Attorney’s Office 
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SERVICE PROVIDER NAME 

               Address: 
      Address: 
      City, State, Zip: 
                                 
 

 
Tax ID#:  _________________________ 
 
PC Business License# BL_____________ 

 
__________________________________ 
Signature 

 
__________________________________ 
Printed name 

 
__________________________________ 
Title 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
THE CITY REQUIRES THE SERVICE PROVIDER TO COMPLETE EITHER THE NOTARY 
BLOCK OR THE UNSWORN DECLARATION, WHICH ARE BELOW. 
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STATE OF UTAH  ) 
) ss. 

COUNTY OF SUMMIT ) 
 
 
On this ____ day of ________________, 20__, personally appeared before me 
_____________________________, whose identity is personally known to me/or proved to me 
on the basis of satisfactory evidence and who by me duly sworn/affirmed, did say that he/she is 
the _________________________ (title or office) of 
__________________________________, a ___________________________ corporation (or 
limited liability company), by authority of its Bylaws/Resolution of the Board of Directors (if as to 
a corporation) or Operating Agreement/Member Resolution (if as to a limited liability company), 
and acknowledged that he/she signed it voluntarily for its stated purpose as 
_______________________ (title) for _______________________________, a 
_______________ corporation (or limited liability company). 
 
__________________________________ 
Notary Public 
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I declare under criminal penalty under the law of Utah that the foregoing is true and correct. 
Signed on the ___ day of ______, 20___, at _____________________________________ 
(insert State and County here). 

 
Printed name _________________________________________ 

 
Signature: 
___________________________________________
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EXHIBIT “A” 

 

SCOPE OF SERVICES 

 

 

 

 

 
IMPORTANT: This section is completed after service provider is selected and the scope of work is finalized in a 

negotiated contract. 
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EXHIBIT “B” 

Technology Support, Infrastructure & Security 
 
1. Definitions 
“City Data” / “information” is any data provided, shared, created or managed by the City. 
 
“Service Provider” Is the contract holder that manages employees, contractors or affiliates 
having access to Park City Municipal Corporation infrastructure or data for specific defined 
purpose. 
 
“Process, Processed, or Processing” means any operation or set of operations performed upon 
City Data, whether or not by automatic means, such as creating, collecting, procuring, obtaining, 
accessing, recording, organizing, storing, adapting, altering, retrieving, consulting, using, 
disclosing or destroying the data. 
 
"Data Masking" The process of modifying records to conceal City Data, especially when such 
records are copied from a production environment to a non-production environment.  
 
“The Information Technology Department” is responsible for the administration of this policy. If 
you have any questions regarding this policy, please contact the Information Technology 
Department 435-615-5123, 5123@parkcity.org.  
 
“Service Provider’s Third Party Security Auditor” is defined as a third party organization which 
provides security audits of Service Provider’s Information Processing Systems. 
 
“Provider” is defined as any company supplying a service for Service Provider’s Information 
Processing System (such as a Data Center, Managed Service, or Data Circuit). 
 
“Security Breach” is defined as an unauthorized access to Service Provider’s software or Data 
Center facilities, Information Processing Systems or networks used to service, store, or access 
City Data. 
 
“Sensitive Information” is defined as any Personally Identifiable Information or any information 
not publicly available (i.e. – clients, passwords, financial information, employee information, 
schedules, technology infrastructure, closed reports, draft notes, etc.). 
 
“Written Request of the City” is defined as a request received by Service Provider by a City on 
official letter head signed by an officer of the City. 
 
 
2. Information Classification 
Classification is used to promote proper controls for safeguarding the confidentiality of 
information. Regardless of classification the integrity and accuracy of all classifications of 
information must be protected. The classification assigned and the related controls applied are 
dependent on the sensitivity of the information. Information must be classified according to the 
most sensitive detail it includes. Information recorded in several formats (e.g., source document, 
electronic record, report) must have the same classification regardless of format. The following  
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levels are to be used when classifying information: 
 
3. Internal Information 
Internal Information is intended for unrestricted use within PCMC, and in some 
cases within affiliated organizations such as Service Provider business partners for non-sales 
purposes. This type of information is already widely-distributed within PCMC, or it could be so 
distributed within the organization without advance permission from the information owner. 
Examples of Internal Information may include: personnel directories, internal policies and 
procedures, most internal electronic mail messages. 
 
Any information not explicitly classified as Sensitive Information, PII or Public will, by default, be 
classified as Internal Information. 
 
Unauthorized disclosure of this information is not permitted. 

 
4. Public Information 
Public Information has been specifically approved for public release by a designated authority 
within each entity of Service Provider. Examples of Public Information may include material 
posted to approved public internet web pages. 

 
This information may be disclosed outside of Service Provider. 
 
5. Security Policy 
Formal Security Policy. Consistent with the requirement of this Document, Service Provider will 
create and provide to City an information security policy that is approved by Service Provider’s 
management, published and communicated and agreed to be adhered to by all Service 
Provider’s employees, contractors and affiliates. 

 
Security Policy Review. Service Provider will review the information security policy at planned 
intervals or if significant changes occur to ensure its continuing suitability, adequacy, and 
effectiveness and may revise such policy, from time to time. Changes resulting in a lower 
standard of security or service must be agreed to by PCMC prior to adoption. 
 
6. Asset Management. 
Acceptable Use. Service Provider will implement policies and procedures for the acceptable use 
of information and assets which is no less restrictive than industry best practice for the 
classification of such Information and consistent with the requirements of this Document. 

 
Equipment Use While on City Premises. While on City’s premises, Service Provider will not 
connect hardware (physically or via a wireless connection) to City internal systems or networks 
unless necessary for Service Provider to perform Processing under this Document. This 
hardware is subject to be inspected and, or, scanned by PCMC IT Department directly or by 
automated means before use. 

 
Personally-owned Equipment: Sensitive Information, with the exception of Business Contact 
Information, may not be stored on any employee owned equipment. 
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7. Human Resources Security 
Removal of Access Rights. The access rights of all Service Provider employees to Service 
Provider Information Processing Systems or media containing Sensitive Information will be 
removed immediately upon termination of their employment, contract or agreement, or adjusted 
upon change. 

 
 

8. Physical and Environmental Security. 
Secure Areas. Service Provider will secure all areas, including loading docks, holding areas, 
telecommunications areas, cabling areas and off-site areas that contain Information Processing 
Systems or media containing information by the use of appropriate security controls in order to 
ensure that only authorized personnel are allowed access and to prevent damage and 
interference. The following controls will be implemented: 

 
Visitors to secure areas will be supervised.  

 
9. Geographic Data Centers 
Service Provider’s data centers are geographically distributed and employ a variety of physical 
security measures. The technology and security mechanisms used in these facilities may vary 
depending on local conditions such as building location and regional risks. The standard physical 
security controls implemented at each Service Provider data center include the following: custom 
designed electronic card access control systems, alarm systems, interior and exterior cameras, 
and security guards. Access to areas where systems, or system components, are installed or 
stored are segregated from general office and public areas such as lobbies. The areas are 
centrally monitored for suspicious activity, and the facilities are routinely patrolled by security 
guards. 

 
10. Environmental Security 
Service Provider will protect equipment from power failures and other disruptions caused by 
failures in supporting utilities. To minimize service interruption due to hardware failure, natural 
disaster, or other catastrophe, Service Provider implements a disaster recovery program at all 
of its data centers. This program includes multiple components to minimize the risk of any single 
point of failure. 

 
11. Role Based Access 
Service Provider restricts access to its data centers based on role, not position. As a result, most 
senior executives at Service Provider do not have access to Service Provider data centers 
 
12. Communications and Operations Management. 
Protections Against Malicious Code. Service Provider will implement detection, prevention, and 
recovery controls to protect against malicious software, which is no less than current industry 
best practice and perform appropriate employee training on the prevention and detection of 
malicious software. 

 
Back-ups. Service Provider will perform appropriate back-ups of Service Provider Information 
Processing Systems and media containing City Data every business day with end-of-month copy 
stored for 1-year in order ensuring services and service levels described in this Document. 
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Service Provider maintains a plan for responding to a system emergency or other occurrence 
(for example, fire, vandalism, system failure and natural disaster) that damages systems that 
contain Sensitive Information and Internal Information. 

 
Media Handling. Service Provider will protect against unauthorized access or misuse of City 
Data contained on media. 

 
Media and Information Disposal. Service Provider will securely and safely dispose of media 
containing Sensitive Information: 
 
Maintaining a secured disposal log that provides an audit trail of disposal activities. 
 
13. Exchange of Information 
To protect confidentiality and integrity of Sensitive Information in transit, Service Provider will: 
 
Perform an inventory, analysis, and risk assessment of all data exchange channels (including, 
but not limited to , SFTP, HTTP, HTTPS, SMTP, modem and fax) to identify and mitigate risks 
to Sensitive Information from these channels. 
 
Monitor and inspect all data exchange channels to detect unauthorized information releases. 

 
Ensure that appropriate security controls using approved data exchange channels are employed 
when exchanging Sensitive Information. 
 
14. Monitoring 
To protect against unauthorized access or misuse of Sensitive Information residing on Service 
Provider Information Processing Systems, Service Provider will: 
 
Employ current industry best practice security controls and tools to monitor Information 
Processing Systems and log user activities, exceptions, unauthorized information processing 
activities, suspicious activities and information security events. Logging facilities and log 
information will be protected against tampering and unauthorized access. Logs will be kept for 
at least 180 days. 

 
Perform frequent reviews of logs and take necessary actions to protect against unauthorized 
access and implement policy and infrastructure as needed. 

 
At Written Request of the City, make logs available to City to assist in investigations. 
 
Ensure that the time clocks of all relevant Information Processing Systems are synchronized 
using a national or international time source. 

 
Ensure common configuration and patch management information is maintained. 

 
Based on the periodic assessment, measures will be implemented that reduce the impact of the 
threats by reducing the amount and scope of the vulnerabilities. 
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15. Access Control 
 
User Access Management. To protect against unauthorized access or misuse of Sensitive 
Information a formal user registration and de-registration procedure for granting and revoking 
access and access rights to all Service Provider Information Processing Systems. 

 
Employ a formal password management process using authentication and 
authorization controls that are designed to protect against unauthorized access. 

 
Perform recurring reviews of Service Provider employees’ access and access rights to ensure 
that they are appropriate for the users’ role. 
 
16. User Responsibilities 
 
To protect against unauthorized access or misuse of Sensitive Information residing on Service 
Provider Information Processing Systems, Service Provider will: 
 
Ensure that Service Provider Information Processing Systems users follow current security 
practices in the selection and use of sufficiently strong passwords. 

 
Ensure that unattended equipment has appropriate protection to prohibit access and use by 
unauthorized individuals. 

 
Ensure that Sensitive Information contained at employee workstations, including but not limited 
to paper and media display screens, is protected from unauthorized access and/or utilizes Data 
Masking. 
 
17. Network Access Control 
 
Access to internal, external and public network services that allow access to Service Provider 
Information Processing Systems shall be controlled. Service Provider will: 
 
Ensure that current industry best practice standard authentication mechanisms for network users 
and equipment are in place and updated as necessary. 

 
Ensure electronic perimeter controls are in place to protect Service Provider Information 
Processing Systems from unauthorized access. 

 
Ensure sufficient authentication methods are used to control access by remote users. 

 
Ensure physical and logical access to diagnostic and configuration ports is controlled. 
 
18. Operating System Access Control 
 
To protect against unauthorized access or misuse of Sensitive Information residing on Service 
Provider Information Processing Systems, Service Provider will: 
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Ensure that access to operating systems is controlled by a secure log-on 
procedure and limited to role based necessity. 

 
Ensure that Service Provider Information Processing System users have a unique identifier (user 
ID). This account is used to identify each person’s activity on Service Provider’s Information 
Processing Systems network, including any access to employee or City data. 

 
Ensure that the use of utility programs that are capable of overriding system and application 
controls are highly restricted and tightly controlled, with access limited to those employees 
whose specific job function requires such access. 

 
Ensure that inactive sessions are automatically terminated when technically possible after a 
defined period of inactivity. 

 
Employ idle time-based restrictions on connection times when technically 
possible to provide additional security for high risk applications. 
 
Ensure that current industry best practice standard authentication mechanisms for wireless 
network users and equipment are in place and updated as necessary. 

 
Ensure authentication methods are used to control access by remote users, with unique User 
Identifiers. 
 
19.  Information Systems Acquisition, Development and Maintenance 
 
Security of System Files. To protect City Information Processing Systems and system files 
containing information, Service Provider will ensure that access to source code is restricted to 
authorized users whose specific job function necessitates such access. 
 
Security in Development and Support Processes. To protect City information Processing 
Systems and system files containing Sensitive Information, Service Provider will: 
 
Employ industry best practice security controls to minimize information dissemination. 

 
Employ oversight quality controls and security management of outsourced software 
development. 
 
Employ regular code reviews covering security vulnerabilities, including but not limited to buffer 
overflow, SQL injection, input validation, and commonly used vector attacks. 

 
20. Information Security Incident Management 
 
Reporting Information Security Events and Weaknesses. To protect City Information Processing 
Systems and system files containing information, Service Provider will: 
 
Implement a process to ensure that Information Security Events and Security Breaches are  
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reported through appropriate management channels as quickly as possible. 

 
Train all employees, contractors, users of information systems and services regarding the report 
of any observed or suspected Information Security Events and Security Breaches. 

 
Notify City by email or phone as soon as possible of all Information Security Events and Security  
 
Breaches. Following any such event or breach, Service Provider will promptly notify City whether 
or not Sensitive Information was compromised or released to unauthorized parties, the data 
affected and/or the details of the event or breach. 
 
21.  Business Continuity Management 
Business Continuity Management Program. To ensure services and service levels described in 
this Document, Service Provider will: 
 
Develop and maintain a process for business continuity throughout the organization that 
addresses the information security requirements needed for Service Provider’s and its Providers’ 
business continuity so that the provision of products and/or services provided is uninterrupted. 

 
Maintain efforts to identify events that may cause interruptions to business processes, along with 
the probability and impact of such interruptions and the consequences for information security. 

 
Develop and implement plans to maintain or restore operations and ensure availability of 
information at the required level and in the required time scales following interruption to, or failure 
of, critical business processes and provide City a copy of the same upon Written Request of the 
City. 
 
Disaster Recovery. Service Provider has appropriate and reasonable disaster recovery 
measures in place designed to prevent any interruptions in Service to the City. Service Provider 
has established disaster contingency plans governing processes following a breach incident, 
which in particular address the following issues: (i) safety of personnel and third parties, (ii) 
losses of communications capability (e.g., voice, fax, data), (iii) loss of computer processing 
capabilities, and (iv) loss of access to physical office facilities. 
 
22. Security Assessments 
Initial and Recurring Security Assessments. Service Provider’s Third-Party Security Auditor shall 
perform weekly static scans, monthly dynamic scans, and annual penetration testing. The results 
of these audits are available to Service Provider and the City with execution a Confidentiality 
Agreement with Service Provider. 
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EXHIBIT “C” 

 

PAYMENT SCHEDULE FOR “EXTRA” WORK 

 

 

 
 

IMPORTANT: This section is completed after service provider is selected and the scope of work is finalized in a 
negotiated contract. 

 


